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ABSTRACT

A distributed proof system is an effective way for deriv-
ing useful information by combining data from knowledge
bases managed by multiple different principals across dif-
ferent administrative domains. As such, many researchers
have proposed using these types of systems as a founda-
tion for distributed authorization and trust management in
decentralized systems. However, to account for the poten-
tially sensitive nature of the underlying information, it is
important that such proof systems be able to protect the
confidentiality of the logical facts and statements.

In this paper, we explore the design space of sound and
safe confidentiality-preserving distributed proof systems.
Specifically, we develop a framework to analyze the theoreti-
cal best-case proving power of these types of systems by ana-
lyzing confidentiality-preserving proof theories for Datalog-
like languages within the context of a trusted third party
evaluation model. We then develop a notion of safety based
on the concept of non-deducibility and analyze the safety
of several confidentiality-enforcing proof theories from the
literature. The results in this paper show that the types of
discretionary access control enforced by most systems on a
principal-to-principal basis are indeed safe, but lack prov-
ing power when compared to other systems. Specifically, we
show that a version of the Minami-Kotz (MK) proof system
can prove more facts than the simple DAC system while
retaining the safety property of the simple system. We fur-
ther show that a seemingly-useful modification of the MK
to support commutative encryption breaks the safety of the
system without violating soundness.

Categories and Subject Descriptors: C.2.4 [Distributed
Systems]: Distributed applications; K.6.5 [Management of
Computing and Information Systems]: Security and Protec-
tion

General Terms: Security
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1. INTRODUCTION

Computer systems that span multiple administrative do-
mains are increasingly interdependent, both in the context
of virtual business coalitions and in pervasive computing
systems. A distributed proof system is an effective way to
combine information held by different principals spanning
these domains. Many researchers have proposed using these
techniques as a foundation for distributed authorization and
trust management systems [1, 2, 4, 6, 8, 9, 11, 13].

Such distributed proof systems can combine information
across disparate administrative domains, and thus must pro-
vide a means of controlling the flow of sensitive information
between these domains. However, as some underlying data
may be sensitive, it is important to enforce confidentiality
policies to control control which principals are allowed to
make use of confidential information stored within any prin-
cipal’s knowledge base. For example, in virtual business
coalitions, organizational attributes are frequently sensitive
and should be revealed only to trusted parties.

Despite the obvious importance of confidentiality, it is not
modeled ezplicitly by most distributed proof construction
systems. Rather, there is an implicit assumption that all
principals will enforce their confidentiality policies by con-
trolling what is directly revealed in two-party interactions
among principals. In particular, inferences that may be
made based on the external state of a system are not ex-
plicitly modeled. Consider an example proof system with
three principals po, p1, and p2 with the following knowledge
bases respectively.

KBO = {f0}7
KB1 = {f1 + po says fo}
KBy = {fa  p1 says fi}.

Suppose principal po is willing to reveal fact fo to p1 but
not pa. With pairwise policy enforcement, p2 will be able to
derive fo> after p; derives fi and reveals this to p2. Is this
process safe, or might p2 learn something about the truth of
fo through inference, in contradiction to the confidentiality
policy? Conversely, suppose that po is willing to reveal fo

"We assume a Datalog-like policy language here, and de-
scribe the details of this language in Section 2.



to p2 but not p1. Pairwise policy enforcement will not allow
any derivations to go through; however, a distributed cryp-
tographic protocol developed by Minami and Kotz [14] will
allow p2 to derive fo2, while keeping p1 in the dark, by send-
ing part of the proof in an encrypted form. Even though
no obvious violations of confidentiality policies, how can we
know whether this approach is safe?

To answer these questions, we develop a new definition
of confidentiality that models the global properties of the
system—rather than just local interactions—and captures
not only direct revelation of knowledge between principals,
but also inferences that can be drawn. Our definition is
based on the concept of nondeducibility articulated by Suther-
land in [15]. Informally, this states that a principal is unable
to infer the value of a confidential fact when, given her par-
tial view of the system, there exists one possible valid con-
figuration of the remainder of the system in which the fact
in question is true, and another in which the fact is false.
We extend this simple definition to capture inferences that
can be drawn across the relationships between the values of
several confidential facts, and to take into account potential
collusion among malicious parties.

In our analysis, we model a distributed proof system us-
ing a proof theory consisting of a set of inference rules for
deriving new information. This allows us to abstract away
protocol details and focus instead on what is provable in a
distributed system. Analysis based on a proof theory gives
us insights into the “ideal” functionality of the proof system,
and allows us to establish a theoretical upper bound for what
can be derived using any safe distributed proof system. In
exploring this problem, we make the following contributions:

1. We develop formal definitions of confidentiality and
safety for distributed proof systems based on the no-
tion of nondeducibility.

2. We present a safety analysis demonstrating the exis-
tence of a safe distributed proof system that derives
more logical statements than a system that simply en-
forces confidentiality policies locally.

3. We further describe an unsafe result for a proof system
that supports commutative encryption, which shows
the effectiveness of our theoretical framework for safety
analysis.

The rest of the paper is organized as follows. We introduce
a reference model for distributed proof systems parameter-
ized by a set of inference rules in Section 2. We introduce our
attack model and develop a formal definition of safety that
considers inference attacks by malicious colluding principals
in Section 3. We analyze several different confidentiality-
preserving proof systems in Section 4. We discuss related
work in Section 5 and conclude in Section 6.

2. SYSTEM MODEL AND DEFINITIONS

In this section, we first describe the system model in which
we will study distributed proof construction. We then show
how systems for enforcing disclosure policies placed on sen-
sitive facts can be represented as sets of inference rules aug-
menting the base logical framework. Finally, we introduce a
computational model based on a trusted third party, which
provides us with a theoretical framework for defining the for-
mal notion of safety used throughout the rest of the paper.

2.1 System Environment

Many existing distributed proof systems use Datalog to
define their semantics (e.g., Delegation logic [12], DKAL [8],
SD3 [9], SecPAL, and Gray [2]). As such, we treat Datalog
as our underlying logical language. We assume a distributed
system consisting of a set P of principals, each of whom au-
tonomously maintains a Datalog knowledge base containing
sets of facts, quoted facts, and rules. A fact is a predicate
symbol followed by zero or more terms, where each term
is either a lower-case or numerical constant, or a variable
(denoted by an upper-case letter). For example, the fact
location(alice, 1120) indicates that Alice is currently located
in room 1120. Quoted facts are used to represent knowledge
derived by other principals in the system, and make use
of the says modal operator. For example, the quoted fact
(hr says grad(bob)) indicates that Bob is a graduate student
(i.e., grad(bob)) according to the knowledge base maintained
by the human resource department (i.e., hr). We denote the
sets of facts and quoted facts by using the symbols F and
Q =P x F, respectively.

Datalog rules are clauses of the form f < ¢;,...,qn in
which f is a fact and each ¢; is a quoted fact. These rules
allow a principal to derive new facts based upon facts in
her knowledge base and the knowledge bases of others. For
example, consider the following rule:

grant(U,db) <+ role(U, doctor),

ls says location (U, hospital)

This rule states that any user U can access the database db
if U is assigned to the “doctor” role and the location service
(i.e., ls) indicates that U is located in the hospital. Since any
fact f; in the knowledge base of principal p; can trivially be
represented as the quoted fact (p; says f;), we denote the set
of all Datalog rules as R C F X 22, We assume that the rules
contained in a principal’s knowledge base are private, and
that facts are only exchanged in accordance with the rules
set forth by the specific proof construction approach (see
Section 2.2). Finally, to ensure that principals can securely
exchange quoted facts, we assume that any two principals
pi,p; € P can establish a private and authenticated com-
munication channel between them by using a PKI or some
other key distribution channel.

2.2 Inference Rules

We model the specifics of a distributed proof system as a
collection of inference rules for deriving new facts in each
principal’s knowledge base. Inference rules are meta-rules
that are independent of any particular Datalog rules stored
in the knowledge bases, and describe a syntactic mapping
from given Datalog rules and facts into new facts to be
derived. In standard Datalog, the Elementary Production
Principle (EPP) is the only inference rule for deriving new
facts [5]:

f0<_f17~--7fn fl fn
fo

According to the (EPP) rule, if there is arule fo < fi,..., fn
and every fact f; in the body of the rule exists, then fo will
be derived.

In a distributed setting, inference rules need to explicitly
account for facts being managed in many knowledge bases.
In the most basic distributed Datalog system, all facts are

(EPP)



(COND) (f < aq,...,qn) € KBi  qx € KB; for all k
f € KB;
f € KB,
(SAYS)

(pi says f) € KB;

Figure 1: Inference rules parameterizing the refer-
ence distributed proof system D[Is]

shared freely between principals as indicated in Figure 1.
The inference rule (COND) allows each principal p; to lo-
cally apply the Datalog (EPP) rule to derive a new fact f in
its knowledge base KB;. Note that a rule in the premise of
(COND) contains quoted facts qi, . . ., ¢» in its body, thus p;
can derive a new fact from statements made by remote prin-
cipals. The inference rule (SAYS) allows a principal p; to
import a quoted fact (p; says f) into its knowledge base KB
if principal p; maintains a fact f in its knowledge base KB;.
We denote this reference proof system as D[Is], signifying
that it represents a basic Datalog system augmented by dis-
tributed inference rules Is = {(COND), (SAYS)}. We will
use DI[Ig] as a point of comparison when evaluating other
confidentiality-preserving distributed proof systems later in
the paper. The confidentiality-preserving distributed proof
systems in Section 4 will replace the inference rule (SAYS)
with a rule with additional conditions to satisfy confiden-
tiality policies of the principals in a system.

2.3 Computation with a Trusted Third Party

A distributed proof system D[I] updates a set of knowl-
edge bases KB by deriving new facts or quoted facts using
inference rules in set [ iteratively in a bottom-up way. In
this paper, we are interested primarily in what is provable
at the final state of a distributed proof system—i.e., once
all possible inference have been made—as this gives us a
theoretical upper bound on what the system can prove, re-
gardless of the communication and implementation details
of the system itself. To this end, we adopt a system model
that abstracts away these details as shown in Figure 2. In
this model, a trusted third party (TTP) collects the set of
initial knowledge bases KB from the principals, simulates
the execution of the original proof system DI[I] using the in-
ference rules I, and returns to each principal p; a knowledge
base KB, representing its final state.

To define the behavior of the system D precisely, we in-
troduce the immediate consequence operators 17; and 17,
as follows:

T .(KB)
T/ (KB)

{q| (q,p:) € infer(KB, 1)} UKB;
(Tr1(KB),...,Tr .(KB))

The function 77 ; takes a set of knowledge bases KB as input
and outputs a principal p;’s knowledge base at the next step.
This is accomplished by applying the infer function, which
takes a set of knowledge bases KB and a set of inference
rules I as inputs and outputs a set S of tuples of the form
(g, p:) if principal p; derives a quoted fact ¢ (i.e., ¢ € KB;)
in one step by applying an inference rule in I to rules and
facts in the KB. The immediate consequence operator T
extends this notion to the knowledge bases of all principals
in the obvious way.

Trusted Third Party (TTP)

fixpoint,(KB) fixpoint,(KB) fixpoint,(KB)

KB, KB, KB

..................... H

Figure 2: Trusted third party (TTP) computational
model for distributed proof systems.

A distributed proof system D[I] can thus be represented
as a state transition system in which states are represented
by sets of knowledge bases, and transitions are entailed by
the immediate consequence operator 77. In Datalog, this
state transition system is guaranteed to reach a fixpoint in
which no new facts can be derived using the inference rules
I, namely the least Herbrand model for the given rules and
facts [5]. Therefore, our reference proof system D[Is] will
always have a fixpoint for all possible initial states of its
knowledge bases KB, as quoted facts in a distributed proof
system can be converted easily into ordinary Datalog facts,
which take a principal identity as an additional parameter.?
We are now able to define the TTP representation of a dis-
tributed proof system as follows:

DEFINITION 1 (DISTRIBUTED PROOF SYSTEM). Let
KB =FUQUTR represent the set of all possible knowledge
bases. Given a finite set P of principals, a distributed proof
system D[I] based on the TTP model is defined as the func-
tion fizpoint[I] : KB'T! — KBIT! where fizpoint[I)(KB) is
the transitive closure of the immediate consequence operator
Tt on an wnitial set of knowledge bases KB € KBI!.

In the remainder of this article, we study the safety of dis-
tributed proof systems using this TTP model. Although
such a TTP could be simulated using secure multi-party
computation techniques [7], this is not our intention. Rather,
we use this construction to reason about the theoretical up-
per bounds on safety and provability that can attained in
the distributed proof construction setting. This can then be
used as a target for system designers interested in building
efficient, yet secure, distributed proof systems.

2.4 Soundness

In this paper, we consider a class of distributed proof sys-
tems that have the same model semantics as defined by the
function fizpoint[Is].

DEFINITION 2 (=, MODEL). We say KB |= (¢ € KB;)
if (¢, pi) € fizpoint, [Is].

However, since each distributed proof system may be de-
scribed by a different set of inference rules, the facts that
are provable from some initial knowledge base may differ
from system to system. We now formally define the notion
of provability.

2For example the quoted fact (Is says location (alice,1120))
can be represented as the fact location(ls, alice, 1120).



DEFINITION 3 (PROOF). Consider a distributed proof sys-
tem DII] with a set of initial knowledge bases KB. Let ®
be a finite sequence < ¢1,¢2,...,¢n > of formulas of the
form (c € KB;) where c is a Datalog clause including quoted
facts or a confidentiality policy®. We say that sequence ® is
a proof for ¢ if for each i, 1 <i <mn, either

1. ¢; holds in KB, or

2. There is an  inference  rule mn I

such that I’ g {¢1,¢2, .. ,7¢i,1},

DEFINITION 4 (F,PROVABLE). When there is a proof ®
for a formula ¢ in system D[I] with an initial set of knowl-
edge bases KB, we say (I, KB) b ¢, or KB & ¢ if a set of
inference rules I is clear from the context.

I
i

In our reference system D[Ig], what is provable is equal
to the fixpoint produced by the function fizpoint,[Is]; that
is, KB = (¢ € KB;) iff Is,KB) F (¢ € KB;). In a
confidentiality-preserving distributed proof system, confiden-
tiality restrictions may prevent some facts from being prov-
able. However, we require that every distributed proof sys-
tem must satisfy the soundness requirement below.

DEFINITION 5  (SOUNDNESS). A distributed proof system
D[I] is sound if VKB € KB'*!. KB = ¢ if (I, KB) + ¢.

In short, any fact that can be derived by a sound dis-
tributed proof system must also be derivable in the system
D(Is], which does not enforce any notion of access control
on the facts in principals’ knowledge bases.

3. SAFETY IN DISTRIBUTED PROVING

In this section, we define the notion of safety for dis-
tributed proof systems that support confidentiality policies
to protect each principal’s confidential facts from other unau-
thorized principals. We first describe an attacker model for
distributed proof systems, and then define the safety of those
systems based on the notion of nondeducibility.

3.1 Attack Model

A distributed proof system D[I] consists of a finite set of
principals P, and we consider attacks on a system from a
finite set of malicious and colluding principals A C P. The
malicious principals in A try to infer the truth of confidential
facts maintained by non-malicious principals in P \ A by
freely sharing information they learn through a execution of
a system.

We represent the confidentiality policy as an access con-
trol list stored inside the knowledge base of each princi-
pal: a principal p; is authorized to learn fact f from p;
if release(pj, f) € KB;. Correspondingly, we say that a fact
f in principal p;’s knowledge base is confidential with re-
spect to a set of principals A if there is not p; such that
release(p;, f) € KB;. For notational convenience, we say a
quoted fact (p; says f) is confidential if fact f at p;’s knowl-
edge base KB, is confidential.

We assume that malicious principals in A have full con-
trol over their own knowledge bases; due to the use of the
TTP model described in Section 2.1, they cannot actively
affect the computation of a distributed proof system in any

3We will introduce confidentiality policies in Section 3.1.

Y

Figure 3: Concept of nondeducibility. For every
world w € W and every value y in Y, there must exist
world w’ such that vi(w') = v1(w) and ve(w') = y.

other way. We also assume that the rules in each principal’s
knowledge base are private, and that there is no direct way
for one principal to learn rules defined by other principals.
However, each principal p; may be able to learn whether a
policy release(p;, f) belongs to another principal p;’s knowl-
edge base KBj (e.g., by requesting access to f).

We assume that the sets of principals P and inference rules
I parameterizing the system D are public knowledge. Thus,
a malicious principal can compute the final state of a dis-
tributed proof system from any given (potentially guessed)
initial configuration of the system. The malicious principals
can iterate this process with different initial configurations
frequently as they wish to perform inference attacks. We
next give a formal definition of safety in a distributed proof
system preventing inference attacks performed by malicious
principals.

3.2 Safety Definition

We develop a formal definition of safety for distributed
proof systems based on the concept of nondeducibility intro-
duced by Sutherland [15]. Sutherland modeled inferences
by considering the set of all possible “worlds” W—i.e., con-
figurations of the system—and introduced the notion of an
information function that represents a certain view of the
system. That is, all the information about a given world
w € W is provided as the outputs of information functions
that operate on w.

Sutherland describes information flows from function vq :
W — X towve : W—Y as follows. For some world w, given
z = v1(w), we can deduce that w belongs to a set of worlds
S C W where S = {w' | w' € W,v(w') = z}. If there is no
world w’ € S such that ve(w') = y for some y € Y, then we
can eliminate the possibility that ve(w) = y, and we thus
learn the information on ve(w) from vi(w). Sutherland’s
nondeducibility in Definition 6 prohibits such information
flow from function v1 to vz, as illustrated in Figure 3.

DEFINITION 6  (NONDEDUCIBILITY). Given two informa-
tion functions, v1 : W — X and vz : W — Y, we say that no
information flows from vy to ve if for every world w € W,
and fory € Y, there exists w' € W such that vi(w) = vi(w')
and y = va(w').

We apply this definition to a distributed proof system to
define its safety with respect to a set of malicious principals



A described in Section 3.1. We define a set of worlds W,
and two information functions v; and vy in the following
way. Given a distributed proof system D[I], a world w € W
corresponds to an initial set of the knowledge bases KB €
KB'P|.

We define the function v; to represent the knowledge that
is learned by a set of malicious principals in A through an
execution of system D[I]. We denote by KB* a set of final
knowledge bases that system DI[I] computes from a given
initial set of knowledge bases KBj; that is,

KB* = fizpoint[I|(KB).

We apply the same notation to the final knowledge bases
KB™* and denote by KBj a principal p;’s final knowledge
base. We now define the function vi, which captures the
knowledge of principals in set A, as follows:

DEFINITION 7. We define function vy : KBl x 28 —
KB4 x KB such that:

The function v; outputs a set of pairs of the initial and final
set of knowledge bases maintained by the principals in set
A. We assume that the pairs in the set are ordered based
on their principal IDs.

Before introducing the function vz, we define a set of con-
fidential quoted facts in system D[I] as follows:

DEFINITION 8. We define the set of confidential quoted
facts CF(KB) with respect to a set of principals A as follows:

CF(KB) = {p; says f |f € F A
Vp; € A : release(p;, f) ¢ KBi}.

The function v2 below outputs a set of confidential quoted
facts that are actually stored in the knowledge bases KB.

DEFINITION 9. We define function vs : KBTI — 22 such
that:

v2(KB) = {p; says f | (pi says f) € CF(KB) N f & KB;}.

We now use the functions v and vz to define the safety
of a distributed proof system D[I] using the notion of non-
deducibility from Definition 6.

DEFINITION 10
system DII] is safe if for every set of knowledge bases KB €
KB'F! for every finite set of principals A C P, for every
finite set of quoted facts Q C CF(KB), there ezists another
set of knowledge bases KB’ such that:

1. vi(KB) = v1(KB’), and
2. Q = v2(KB"™).

The first condition above requires a set of malicious princi-
pals A to obtain the same initial and final states regardless of
with which initial state the system starts. The second con-
dition requires that an alternate configuration could have
any subset of confidential quoted facts in the final states of
the alternate system. Note that we consider protecting the
truth of confidential facts in the final state because it implies
protecting their truth in the initial state as well.

In the next section, we consider several different distributed
proof systems and show how we analyze the safety of those
systems based on the safety in Definition 10.

(SAFETY). We say that a distributed proof

4. SAFETY ANALYSIS

We now use our framework to analyze several example
confidentiality-preserving distributed proof systems to de-
termine whether they respect the safety property described
in Definition 10. We first examine the DAC system, which
enforces confidentiality policies in a pairwise. We next con-
sider two proof systems that support inferences on encrypted
logical statements. The Nested Encryption (NE) system
models the system defined by Minami and Kotz [14] that
uses public-key encryption to encrypt conjunctions of truth
values in a nested fashion. We then discuss the Commu-
tative Encryption (CE) system, which uses a commutative
encryption scheme where a value can be encrypted to mul-
tiple principals who can decrypt it in arbitrary order. We
show that the DAC and NE systems are safe, whereas the CE
system is not safe despite supporting a seemingly-reasonable
cryptographic construction.

4.1 DAC System D[Ipac]

The DAC system enforces each principal’s confidentiality
policies in the most intuitive way; the system requires that
each principal p;’s facts are released only to principals who
satisfy p;’s confidentiality policies. The DAC system derives
new facts and quoted facts with the inference rules in Fig-
ure 4.

(COND) (f<aq,...,qn) € KBi  qx € KB for all k
f € KB;
(DAC-SAYS) J € KB release(p;, f) € KB

(pi says f) € KB;
Figure 4: Inference rules Ipac of the DAC system.

The DAC system uses the same (COND) rule of the ref-
erence system D[Is] to allow each principal to derive local
facts. However, the (DAC-SAYS) rule, which replaces the
(SAYS) rule in Ig, requires that p; maintains a DAC policy
release(p;, f) in its knowledge base KB; in order for another
principal p; to receive quoted fact (p; says f).

We first show the soundness result of the DAC system.

ProrosiTION 1. The DAC system is sound.

PRrROOF. Suppose that the DAC system derives a formula
¢ with a proof ®. Let ® be a reduced version of the se-
quence ® with all of the release formulas removed. Then
@' is a proof for ¢ in the reference proof system D[Is]: any
intermediate ¢; in ® that is the result of the (COND) rule
can be derived by the same rule in D[Is], and any ¢; that
is the result of the (DAC-SAYS) rule can be derived by the
(SAYS) rule in D[Is]. Thus, the DAC system satisfies the
soundness requirement in Definition 5. [

We next prove that the DAC system is safe. We first
provide an intuition for why system Dpac is safe. The
main observation is that a malicious principal p,, in A never
directly receives a confidential quoted fact (p; says f') €
CF(KB). However, it is possible that p, receives a non-
confidential quoted fact (p; says f) derived from f’ in KB;,
as demonstrated in Figure 5(a). When principal p, derives
this quoted fact, p, does not know that the sender principal



(f < f') € KB;

(conp) 1 € KB
(DAC-SAYS) — T € KB release(pn, f) € KB;
(ps says f) € KBy
(a) Original proof
(DAC-SAYS) J € KB release(pn, f) € KB

(pi says f) € KBy

(b) Alternate proof

Figure 5: An example of two proofs indistinguish-
able from a principal p,.

p; derives fact f using rule f < f’ because that rule is pri-
vate from the other principals. Therefore, p, consider the
alternate proof shown in Figure 5(b) also possible. This ob-
servation provides the intuition of the proof of the following
theorem:

We now show that DAC system satisfies the safety condi-
tions in Definition 10.

THEOREM 1. The DAC system D[Ipac] is safe.

PrOOF. Given a set of initial knowledge bases KB and a
set of confidential quoted facts (), and a set of malicious prin-
cipals A, Algorithm 1 computes an alternate set of knowl-
edge bases KB’ satisfying the safety conditions in Defini-
tion 10. Lines 4-6 ensure that every malicious principal

Algorithm 1 Compute an alternate configuration KB’ in
the DAC system.

1: % INPUT: KB € KB,Q € 22, A € 27
2: % OUTPUT: KB’ € KB

. for all p,, € A do
KB! + KB,
end for
: for all p; € (P\ A) do
KB/, + {release(pj, f)|release(p;, f) € KB;}
. end for
10: for all (p; says f) € Q do
11: if (p; says f) ¢ CF(KB) then

LR

12: for all p,, € A such that (p; says f) € KB}, do
13: KB/ « KB, U {f}

14: end for

15:  else if (p; says f) € Q then

16: KB « KB.U{f}

17: end if

18: end for

pr, has an initial knowledge base KB, which is same as
that in the alternate systems. Lines 7-9 initialize each non-
malicious principal p;’s knowledge base KB/ to an empty
set of facts while maintaining theA#original release policies.
Lines 10-14 ensure that, if a malicious principal p, derives
a quoted fact (p; says f) in the original KB}, p, derives
the same quoted fact in the alternate system by adding fact
f into p;’s alternate knowledge base KBj. Since no non-
malicious principal maintains any rule for deriving new facts
in the alternate system, p, does not derive any additional
quoted facts in the alternate system. Therefore, every ma-
licious principal obtains the same knowledge base as in the

(.f%qh"*aqn) GKBZ
(qk,ex) € KB; for all k

<f, /n\ 6k> € KB;

k=1

(ECOND)

(g, Ei(e) Ne') € KB,
(g,ene’) € KB;

(g, True) € KB;
q € KB;

(DEC1) (DEC2)

(f,e) € KB; release(p;, f) € KB;
(pi says f, Ej(e)) € KB

(ENC-SAYS)

Figure 6: Inference rules Inyz of the NE system.

original system. Lines 15-17 add fact f into p;’s alternate
knowledge base KBj if quoted fact (p; says f) belongs to a
given set of quoted facts ). Since every non-malicious prin-
cipal p; does not derive any new facts, p; maintains a confi-
dential fact f in KB;* if and only if (p; says f) € Q. Since
KB’ computed with Algorithm 1 satisfies the two conditions
described in Definition 10, the DAC system is safe. []

4.2 NE System D|[Iyz]

We next consider the NE system, which abstracts the
cryptographic proving protocol developed by Minami and
Kotz in [14]. The NE system represents public-key opera-
tions by which logical statements (facts or quoted facts) are
encrypted in a nested way. In this section, we show that the
NE system is sound and safe and that it can derive more
facts than the DAC system. The inference rules of the NE
system model public key operations performed by the princi-
pals of the system, each of which maintains a public/private
key pair and also knows other principals’ public keys.

In the NE system, we encode a quoted fact in an encrypted
form as a tuple (g,e), where ¢ is a quoted fact and e is a
ciphertext containing the truth (true or false) of the quoted
fact g. We say that a quoted fact ¢ (= p; says f) is true
if f € KB;.* An encrypted value e is represented by the
following grammar in BNF:

e ::= True | False | Ei(e) | e Ae,

where a term E;(e) represents a data object in which value
e is encrypted with principal p;’s public key. The grammar
shows that the truth of a quoted fact can be encrypted re-
cursively with different principals’ keys. For example, we
represent a value True encrypted with a principal p;’s pub-
lic key first and with p;’s public key next as F;(FE;(True)).
Also, it can be the conjunction of multiple encrypted values
(e.g., E;(True) A E;(True)).

‘We now describe the set of inference rules Iyg for the NE
system listed in Figure 6. The inference rule (ECOND) is
similar to the rule (COND) in the DAC system, but it ap-
plies a rule to a set of encrypted facts of the form (g, e;), and
derives a new encrypted fact (f, Aj_, ex); that is, a quoted
fact g is true if all the truth valuesin ey, ..., e, are true. The
inference rule (DEC1) represents a principal p;’s decryption

4 We can consider that such a tuple is a special form of an
atom where we omit a predicate symbol from the ordinary
Datalog atom (e.g., enc(q,e)).



operation on an encrypted fact. The rule allows principal p;
to remove the outermost encryption of F;(e) in conjunction
E;(e) A e’ and produces a new conjunction e A ¢’. The in-
ference rule (DEC2) derives an ordinary quoted fact ¢ from
a tuple whose e component is just True. The inference rule
(ENC-SAYS) allows a principal p; maintaining an encrypted
fact (f,e) to export (p; says f, E;(e)) to any principal py if
p; maintains a confidentiality policy release(p;, f).

Example. Consider the NE system with the following ini-
tial set of knowledge bases KB.

KBs =0,

KBy = {f2 < po says fo,p1 says fi, release(ps, f2)},
KB1 = {f1, release(ps, f1)},

KBo = {fo, release(p2, fo)}.

Figure 7 shows a proof for ps says fo € KB3. Notice that
principal p2, which is not authorized to learn the truth of fact
f1in KB; is involved in the construction of the proof. Notice
that principal ps applies the rule (DEC1) twice to decrypt
the encrypted value E3(Es(True)), which is encrypted by
principals p1 and pa.

we show the soundness result of the NE system below.

PROPOSITION 2. The NE System D[Iyg] is sound.

PROOF. Suppose that (Ing, KB) F ¢ with a proof ®. We
can obtain a proof ® for the system D[Is] by first removing
from & formulas regarding confidentiality policies and then
replacing every tuple (g,e) in ® where e contains a value
True with gq. Note that this effectively converts the infer-
ence rules (ECOND) and (ENC-SAYS) into (COND) and
(SAYS), respectively, and eliminates the applications of the
rules (DEC1) and (DEC2). O

We next show that the NE system is safe. We assume
that the TTP for the NE system discards all the encrypted
facts from the final state of a system. Owur approach for
our safety proof is similar to that for the DAC system in
the sense that if a malicious principal p, derives a quoted
fact (p; says f), then we try to make an alternate indistin-
guishable proof for ((p; says f) € KB, ), which does not de-
pend on non-malicious principals’ confidential facts. In the
case of the DAC system, we construct a proof with a sin-
gle formula (f € KB;) by adding fact f into p;’s alternate
initial knowledge base KB;. However, we cannot use this
simple strategy because a non-malicious principal p; in the
NE system might export a quoted fact whose truth value
is recursively encrypted with the public keys of malicious
principals. Suppose that p; exports an encrypted quoted
fact (p; says f, E;(Ex(True))) where p; and pi are malicious
principals in set A. The encrypted value in the quoted fact
must be first decrypted by principal p; and then by pi. In
this process, only px derives some quoted fact in cleartext.
However, if we add fact f into p;’s knowledge base, principal
p; derives (p; says f) in KBj, which does not exist in the
original system. Therefore, we need to make sure that an
alternate proof constructs an encrypted value of the same
structure.

We now prove that the NE system is safe by giving a pre-
cise procedure for constructing an alternate configuration
KB’ in which the malicious principals derive the exact same
set of encrypted quoted facts regardless of the state of con-

fidential facts in the knowledge bases of honest principals.

THEOREM 2. The NE system D[InE] is safe.

PROOF (SKETCH). Given a set of initial knowledge bases
KB, a set of confidential quoted facts @), and a set of mali-
cious principals A, Algorithm 2 computes an alternate set of
knowledge bases KB’ satisfying the safety conditions in Defi-
nition 10. This algorithm consists of two parts: the first part
converts every proof ® for (p; says f) € KB,, where p; ¢ A
and p, € A into ® by modifying only the rules of non-
malicious principals. We ensure that if a proof ® contains
confidential quoted facts, they only appear in the bodies of
non-malicious principals’ rules in ®'. This property is crucial
to eliminate the proof ®’s dependencies on non-malicious
principals’ confidential facts in the alternate system. The
second part further modifies non-malicious principals’ rules
as we add or remove a confidential quoted fact to satisfy
the requirement regarding set Q). We construct an alternate
proof ®' equivalent to ® without introducing any proof that
allows a malicious principal to derive quoted facts that do
not exist in the original configuration.

We now describe Algorithm 2 in detail. Line 1 initially
sets an alternate set of knowledge bases KB’ to be same as
the original KB. Lines 2-7 iteratively combine the chains of
rules that could appear in a proof ® for ¢ € KB,, where q is
a quoted fact and p, € A, in the original system. Suppose
that ® contains the following subsequence I omitting some
formulas in ®.

< fj<—q'1,...7q;,€KBj,
release(pr, f;) € KBj,
(fk — qi,---,qm,Pj SAYS f]) € KBk >

where p, ¢ A. If we combine the two rules in I" by replacing
quoted fact (p; says f;) in the body of the rule in KBy, with
the set of quoted facts g1, ..., g, in the body of the rule in
KB, we obtain another subsequence I’ below.

< (fk%ql,.. ,q;)GKBk >

We can obtain an alternate proof ® by replacing subse-
quence I' in ® with IV because, in proof ®, the encryption
operation on quoted fact (p; says f;) with principal pg’s
public key is immediately followed by the decryption oper-
ation with pg’s private key. Thus, these two operations do
not leave any effect on the structure of any encrypted value
that appears in the formulas following I'" in ®'.

By iterating the operations of modifying non-malicious
principals’ rule in the while loop, we eventually obtain an
alternate proof ® in which every confidential quoted fact
of the form (p; says f) only appears in the bodies of rules
maintained by non-malicious principals satisfying p;’s confi-
dentiality policy on fact f; if a principal p; maintains such
a rule, p; should have the policy release(p;, f) in KB;.

The main observation is that, if a non-malicious principal
p; exports an encrypted fact (p; says f, Ex(e)) in a proof ®
for ¢ € KB,, where p, is a malicious principal, another non-
malicious principal px must perform a decryption operation
on Ey(e) before p, derives quoted fact ¢ in KB,; other-
wise, pn cannot decrypt encrypted quoted fact (g, e) where
e contains Ej(e), which is originally produced by p;. This re-
quirement further requires that, if the encrypted value Fx/(e)
is further encrypted with different principals’ public keys re-
cursively, the principals possessing the corresponding private

!
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fo € KBy release(pz, fo) € KBo

f1 € KBy

release(ps, f1) € KBo

(ENC-SAYS)
(po says fo, E2(True)) € KB2

(p1 says fi1, E3(True)) € KB2
(f2 « po says fo,p1 says f1) € KB2

(ENC-SAYS)

(ECOND)
(DEC1) (f2, Ba(True) A E3(True)) € KB
(ENC-SAYS) (f2, Bs(True)) € KBz release(ps, f2) € KB2
(DEC1) (p2 says f2, E3(E3(True))) € KB3
(DEC1) (p2 says f2, E3(True)) € KBs
(DEC2) (p2 says fa2, True) € KB3

p2 says f2 € KB3

Figure 7: Example proof ¢ in the NE system.

keys must perform decryption operations in the reverse or-
der so that pr can can receive the encrypted value FEi(e)
and decrypt it. This condition allows us to keep finding a
matching pair of two rules to be combined in Lines 2-3 of
the algorithm until we only have a non-malicious pg’s rule
whose body contains quoted facts of other non-malicious
principals.

Lines 824 add or remove confidential facts depending on
whether they belong to set @ or not. Lines 9-15 cover the
case where we remove confidential facts that are derived in
the original system but do not belong to set ). Line 10
removes fact f and all rules for deriving f from p;’s knowl-
edge base KB;. Lines 12-13 remove quoted fact (p; says f)
from the body of any rule including that quoted fact as one
of the conditions. This operation ensures that a proof ® in
the original system, which relies on fact f in KB;, is not de-
stroyed in the alternate system; we convert ® into another
proof ® without using formula (f € KB;). As we mention
earlier, only non-malicious principals maintain such rules,
and thus we only modify non-malicious principals’ knowl-
edge bases. Lines 16-23 cover the case where we add confi-
dential facts that are not derived in the original system, but
are included in set Q). Line 17 adds fact f into p;’s knowl-
edge base KB, and lines 18-22 remove all the rules that
include quoted fact (p; says f) in its body such that formula
(f € KB}) never be part of a proof for deriving new facts
in the alternate system. Since Algorithm 2 ensures that ev-
ery malicious principal p,, derives the same set of encrypted
quoted facts in the alternate system by modifying only non-
malicious principals’ knowledge bases, we conclude that the
NE system is safe. []

4.3 CE System D[I¢z]

The CE system D[Icg] extends the NE system by sup-
porting commutative encryption, in which a value encrypted
using multiple, different public keys in some order can be de-
crypted using the corresponding private keys in any order.
We represent a quoted fact encrypted with a commutative
encryption scheme as a tuple (g, S) where set S contains a
set of principals whose public keys are used to encrypt a
boolean value True.

Figure 8 shows the set of inference rules describing the
System Dcg, which are obtained by modifying inference
rules for the NE System (Figure 6) to support the commuta-
tive encryption. The inference rule (CECOND) corresponds
to the inference rule (ECOND) in the NE System, but the
difference is that the derived fact f is associated with the

Algorithm 2 Compute an alternate configuration KB’ in
the NE system.
1: KB’ + KB
2: while 3(r = fx + q1,-.-,9m.p;j says f;) € KB} such that
pr & A and 3f; <—qi,.4.,q; € KB'J- do
3. KBy « KB} \{r}
4: for all (f; + q31,...
KB’ do
KB = KB}, U{fx < q1, ...

7q;]) € KB’J. such that release(pk, f;) €

5 sms> Qs dp}
6: end for
7: end while
g: for all ¢ = (p; says f) such that ¢ € CF(KB) do

: if ¢ ¢ Q then
10: KB + KB\ {f}\ {r|r € KB} A head(r) = f}
11: for all (r = fr < q1,...,qm,Ppi says f;) in KB}, such that
pr & A do
12: if f € KB! then
%ZZ KBf;cHKB;C\{T}U{fk<—q1,..‘,qm}
: end i
15: end for
16: else
17: KB} + KB, U{f}
18: for all (r = fr < q1,...,qm,Ppi says f;) in KBy, such that
pr ¢ A do
19: if f ¢ KB} then
20: KB, < KBL\ (7)
: end i
22: end for
23: end if
24: end for

union of all the principals’ public keys needed to decrypt
quoted facts g1, ..., gn. The inference rule (CEDEC) allows
p; to partially decrypt an encrypted quoted fact (g, S) with
pi’s public key and obtain (¢, S \ {i}). If S = {i}, then
the quoted fact ¢ is derived into KB;. The inference rule
(CE-SAYS) allows principal p; maintaining an encrypted
fact (f,S) to export (¢,S U {j}) to any principal pi if p;
maintains a DEC policy release(pj, f).

The commutative encryption in the CE system is less re-
strictive than the nested encryption used in the NE system,
and, therefore, system Dc¢g allows principals in the system
to derive more facts than the NE system does. Unfortu-
nately, the CE system is not safe as we show below.

THEOREM 3. The CE system D[Icg] is unsafe.

Proor. We now show that the CE system is not safe
by giving an example of unsafe derivations. Consider the



(feqlv'--aq’ﬂ) GKBZ
(qx, Sk) € KBy, for all k

(f,Ux=15x) € KB;

(CECOND)
(¢,5) € KB;
(q,(S\ {pi}) € KB;

(f,S) € KB; release(p;, f) € KB;
(pi says f,(SU{p;}) € KBy

(CEDEC)

(CE-SAYS)

Figure 8: Inference rules Icg of the CE system

following initial set of knowledge bases KB.
KBy =0,
KB3 = {f3 + p2 says fo, release(pa, f3)},
KBy = {f2 + p1 says f1, release(ps, f2)},
KB1 = {f1 < po says fo, release(p4, f1)},
KBo = {fo, release(pz, fo)}-

Figure 9 shows a proof ® for (ps says f3) € KB4 in the CE
system. Suppose that principals p1, ps, and ps4 are malicious
and in set A and that fact fo in principal po’s knowledge
base KBy is confidential with respect to the principals in A.
There are two possible ways to construct an alternate proof
&’ without using confidential fact fo in KBg. One way is to
add fact f2 into KB2. However, this addition allows mali-
cious principal ps to derive quoted fact (p2 says f2) in KBs in
@', which does not exist in the original system. If we replace
p2’s confidentiality policy with a new policy release(pa, po),
principal ps instead derives a quoted fact (p2 says f2) in
KB4, and thus the alternate proof is still distinguishable.
The other way is to arrange the following alternate knowl-
edge bases of pp and p2 so that ps exports an quoted fact
encrypted with po’s public key as in the original proof.

KB = {f2 < po says f5, release(ps, f2)},
KB{ = {f}, release(pa, f)}.

However, ps4 derives a new quoted fact (po says f5) in KB4,
and thus the resulting alternate proof is again distinguish-
able. Since there is no way to construct an indistinguishable
alternate proof ®’, we conclude that the CE system is not
safe. [

5. RELATED WORK

Distributed proof systems have been studied mainly in
the context of distributed authorization systems. Many re-
searchers [1, 2, 4, 6, 8, 9, 11, 13] have proposed new logic-
based languages to express security policies based on roles,
delegations, and so on. On the other hand, our focus is to
study different proof theories of Datalog-based distributed
proof systems concerning the confidentiality of logical state-
ments in each principal’s knowledge base. Although a few
researchers [14, 17, 18] proposed a confidentiality-preserving
distributed proof system in which each peer’s rules and facts
can be private, none of them provides a formal definition of
confidentiality considering inferences attacks.

Becker’s information flow analysis [3] on the issue of unau-
thorized inferences in logic-based authorization systems is

the closest to our research. However, Becker’s security model
is weaker than ours in a couple of ways. First, Becker’s safety
definition is based on the notion of opacity, which ensures
that a querier cannot determine the truth of each confiden-
tial fact. Our definition, on the other hand, requires that
every possible truth assignment to confidential facts is pos-
sible from the viewpoint of an adversary. Second, a querier
in Becker’s model does not participate in the process of con-
structing a proof for an initial query although the querier
is allowed to insert additional policies into the system. An
adversary in our model is a set of colluding principals, which
participate in the process of constructing proofs. The ma-
licious principals that are not an initial querier can gain
knowledge about intermediate results of the proof.

We previously developed a confidentiality-preserving dis-
tributed protocol [10] that allows a querier to derive the
conjunction of multiple facts in a distributed proof system.
Confidentiality policies in that system are more general than
those in the current paper in the sense that the release of a
fact’s truth value can be made contingent upon facts man-
aged by other principals. However, the safety analysis of
the protocol based on the TTP model only considers a sin-
gle construction of a proof for a given query.

Winsborough and Li [16] formally define safety in au-
tomatic trust negotiation based on the notion of indistin-
guishability about the possession of a set of credentials by
a negotiating party. Their analysis considers a sequence of
messages between two parties while distributed proof sys-
tems in this paper could involve more than two principals.

6. CONCLUSION

We study the safety of distributed proof systems in which
each principal of the system protects its logical statements
with confidentiality policies. We model distributed proof
systems as a set of inference rules controlling the condi-
tions under which facts can be exchanged between disparate
knowledge bases. Our safety definition based on the notion
of nondeducibility [15] ensures that any give set of mali-
cious principals in the system cannot gain any information
on the truth assignment of confidential facts maintained by
non-malicious principals.

Our safety analysis shows that the NE system, whose in-
ference rules encode ordinary public-key operations, is safe
and proves more facts than the DAC system, which locally
enforces confidentiality policies based on two-party commu-
nication. Our theoretical framework for safety analysis is
effective enough to prove that the CE system, which sup-
ports commutative encryption, is unsafe despite supporting
a seemingly-useful cryptographic fact derivation scheme.
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