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Botnets

● Primary vehicle in online crime, DDOS attacks and 
information theft

● Social malware attacks is an emerging trend: Dalai 
Lama got attacked in 2008, Google in 2009 and 800 
or so others were targets in 2010

● Botnets and anonymous communication networks 
have similar network properties: availability, resilience 
and undetectable C&C traffic.

● Standard threat model – global passive adversary
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Designing a covert botnet
● Can we design a botnet using stego channels?

● New traffic links lower traffic analysis resistance

● New traffic patterns lower traffic analysis resistance

● Core idea: infect machines using social malware + use social 
image exchange behavior on OSN to create unobservable 
communication channels between infected machines

Flickr 2011
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Botnet topologies

-- C&C traffic
-- Attack traffic
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Designing a covert botnet
● Can we design a botnet using stego channels?
● New traffic links lower traffic analysis resistance
● Core idea: infect machines using social 

malware + use social image exchange behavior 
on OSN to create unobservable communication 
channels between infected machines

Flickr 2011
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Attack vector (targeted malware)

● Hijack social trust

-- steal an email with an attachment

    -- embed malware in the attachment

    -- send/resend the email to the target
● Initial break

-- Social phish constructed with public information

-- Once the attacker gains a foothold, neighbors  within 
the social network of the victim are compromised
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Sample subverted email designed to 
achieve a foothold
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Stegobot architecture

Communication 
channels -- 
YASS

Routing
mechanism – 
restricted flooding
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Channel design

● Malware intercepts facebook image upload and embeds credit 
card information into it. FB sends notification to all neighbours.

● Image processing engine interference

● Facebook predictively caches images when neighbour visits 
victim page

● Channel efficiency is evaluated using the BER metric: #error 
bits / #total bits

● No interference: Stegobot doesn't upload or download the 
pictures
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YASS parameters

Q – compression;   q -- redundancy
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Stegobot architecture

Communication 
channels -- 
YASS

Routing
mechanism – 
restricted flooding
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Routing mechanism

● Dataset: Flickr social network; monthly image posting 
behavior of ~15000 nodes over 40 months

● Assumed 50% infection, sub-graph of 7200 extracted.
● Now we had to find out of you can build a routing network 

over this.
● Really simple and robust but non-optimal routing 

algorithm: restricted flooding with ttl = log N
● message queue: local message, fwd_message
● Routing efficiency averaged over randomly chosen 

botmaster nodes; each bot collects k image payload units 
of stolen information per month
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Routing results

At the bots (efficiency of 
clearing the local queue)
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Routing b/w, efficiency, duplication
Bandwidth -- #unique messages reaching the botmaster
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Network bandwidth
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Conclusions

● Building distributed systems over steganographic 
communication channels is fun!

● We have evaluated our proposed wicked system 
using real-world social behavior data.

● Even with a routing algorithm the botmaster can 
siphon off 82Mb per month (q=2) at the rate of 10kb 
per 700x700pixel image or 21.6Mb per month (q=8).

● Duplication rate of 50-80% indicates that with better 
routing algorithms much botnet bandwidth could at 
least be doubled or at best quadrupled.
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